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« Attacker’s Perspective
« Defender’s Perspective
« Jsunpack—n Features and Release
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Attacker’'s Perspective

Exploitation
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Original Exploit Kit URL Level 0

<iframe sro=" " width=1 height=1 style="display:

Level 2 (FirePack |

1{script Lancuage="Javalcript">function BJd4ME (kevy,pt)l is=new Array():;foriwvar i=0;i<Z56;

Level 2 (IcePac

<zcript language=Javalcriptrfunction de(x) {wvar
l=xlength, b=1024 1.7 B p=08=0 =0 E=Array 63 3194582 21,48 5 1, 05,13 p 35,46 000,08 ,0,0;

Lewel 3 (IcePar

<3CRIPT LANGUAGE="Javascript':

function JYYeOEM (akyEqgiz)
TORMADD Cru

<SCript>wvar
eeysnhp=irray(63,0,0,0,0,0,0,0,0,0,0,0,0,0,0,60,6,53,39,30,61,2,16,62,56,0,0,0,0,0,0,5

Gpack Crupt (Sin

<script language=Javaicriptrstr = "Mr:ztrZ = "M:for (1 = 0; i1 < str.length; i +4) { =t

[5.T.A.F



Attacker’'s Perspective

* Encryption Services
— Pay $$% for new encryption
— JavaScript onAction triggers

 Prevent Detection
— Fragmentation *
i mipe
Client-only / Client and Server / Infinite Loops
— Exploit Leaping
Browser / SWF / PDF *x

% Stephan Chenette “Script Fragmentation Fear the new web attack vector”

#* Adobe SpiderMonkey JavaScript Engine (source code)
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Defender’s Perspective

« Manual Decoding
— Script modification (R.I.P.)

 JavaScript interpreter and Debugger
— SpiderMonkey JS
— Firebug:
— Chrome:

 JavaScript Engine Modifications




Defender’s Perspective

« '"pure python honeyclient implementation" phoneyc by Jose Nazario

« Wepawet (alpha) from University of California Santa Barbara



Defender’s Perspective

Easy: Simple encode

Medium: Dynamic encode

Difficult? Server—side defenses with version detection before decode
Fragmented encode

— Defense 1: Full Environmental Behavior
— Defense 2: Passive Network decoder



Jsunipack-n{Source*Code Preview €1 of'2)
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« SpiderMonkey (JavaScript Part)

— (post.js) post—processing

— (pre.js) JavaScript hooks and environment
s Pt FOT™R ST

— (detection.py) Detection Library

« “rules” file 31 default rules

— (pdf.py) Extraction of JavaScript

— (swf.py) Extraction of JavaScript

— (jsunpack-n.py)

& Wial
420 percent increase over 2009
(medicinally legal in 14 states)



What's up?

e Process network traffic

« Passive
— network interface _
 ./isunpack—n.py ethO N\ -
Shacltt capbure file“(pcaD)y
preferred (don’'t need root)
*./jsunpack—n.py sample.pcap
e ./jsunpack—n.py sample.html

« Active: fetch any discovered URL
— ./jsunpack-n.py —a (or ——active)
— /isunpack-n.py —a —u “http://example.com/”



Common Network Problems

Fragmentation (eg. fragroute)

— Libnids: IP Defragmentation, TCP Reassembly
Post—processing

— (Gzip Decompression

— (Chunked Content

SSlE

And still Encoded JavaScript code!



Javasennt Decoding

e Environment: DOM Enumeration from HTML or PDF =*
Fof . (VERee ]l Jn TR1S)

P v Ol ChA s [R] =% 'SLrinGisel
}
}
« Hooks
eval window.eval
window.execScript String.eval
app.eval addEventListener
attachEvent app.setTimeOut

window.onload

* DidiegiStev erogreraating” P DB Testalille s’ thalkes pdtSjavid Clipiany



[Logging and alerting

« Static — “rules” file ( decodedPDF and decodedOnly classes )
rule mediaNewplayer: decodedPDF

{
meta:
ref = "CVE-2009-4324"
hide = true
strings:
$cve20094324 =" " nocase fullword
condition:
1 of them

}

Impact level between 1 (least severe) and 10 (most severe, default)

e Dynamic — “pre.js” hooking file

var = {
: function(a){

if (a == nulD{

print("//alert CVE-2009-4324 with NULL parameter");
b
else {

print("//warning CVE-2009-4324 media.newPlayer access");
}

,



Output options

« Qutput directory (=d ./files/) output file prefixes:
Example filename “prefix_shalsum”

shellcode

decoding

fetch / stream / executable
incident / attempt

original timeout veryverbose shal

 Only output messages/files if they are suspicious or malicious,
Gk celwitIN SEave exXesior ——savie allfpCaninroces i ssonsg)
change with ——verbose, ——very-verbose options

« Qutput log file “decoded.log” with messages and a description of files
that were created



Graph mode
Command line
Sl L urlille file . pngy
Wiz . d DY or benign
Link types

Best visual representation of the internal
Jsunpack—n data structures

sample-pdf.pcap

l

trughtsa.com/
suspicious

iframe

trughtsa.com/img/pfqa.php

shellcode

trughtsa.com/img/uet.php



Decoding Challenges

« CPU and Memory
oo | TR 1M colltsgand umerDased fedbui@s

1 B (oge T SH.on AEaueCimin )i

 Version Detection

—' Adobe Reader Versions while (1) {

g | //Be annoying

« 8.0

70
— Browser Versions }

o [E7/XP s

« [E8/Vista .
. Opera bl e ()

e Firefox }



Decoding Challenges

» Time-based Decoding:

$ ./jsunpack—n.py sample—-pdf—-annots.file

[malicious:10] [PDF] sample-pdf-annots.file
malicious: Utilprintf CVE-2008-2992 detected
malicious: collectEmaillnfo CVE-2007-5659 detected
malicious: Collabgetlcon CVE-2009-0927 detected

« Excerpt:

var
@ " apesetlnter vald " 1000);
var lolo = zozo,var ee = "";var z; var y, z =y = app.doc, -
varp =yl +"e"+ eet+ "tAn"+ ee® "nots"1( { nPage: O });
This is acomplicated way of ‘callingapp’/doc. ( {nPage:0} );
Notice that 1s not a function!



Decoding Challenges

e Version Detection:

$ ./jsunpack—n.py sample—pdf-versionDetection.file
[suspicious:5] [PDF] sample-pdf-versionDetection.file
suspicious: analysis exceeded 30 seconds (O bytes, incomplete)

$ ./jsunpack—n.py sample—-pdf-versionDetection.file -r 9999 -t 300
| | [PDF ] sample-pdf-versionDetection.file
malicious: Collabgetlcon CVE-2009-0927 detected

Running with =V, jsunpack—n outputs these lines:

info: Decoding option app.viewerVersion=9.1,

info: Decoding option app.viewerVersion=8.0,

info: Decoding option app.viewerVersion= and app.viewerVersion=7.0, O bytes



« Exploits using browser specifications in a dynamic manner
e VB A v o Sacipiinteraction
— HTTP Headers
~—RD
> WIRPeoo TS




Intrusion Detection

— Now
» Standalone version using libnids (pynids)
SN
 Dependent upon multi—-CPU support
« Still rather large memory requirements, better to offload
s cetas bl L P 1braty
* Snort
— Inline
 Not likely, but possible
* Benign URLs are much faster to process
e [earning blacklist



JSUNPACK

A Generic JavaScript Unpacker
CAUTION: jsunpack was designed for security researchers and computer professionals

RECENT SUBMISSIONS

Enter a single URL (or paste JavaScript to decode):

Upload a file/pcap
Private? ("] Help: privacy | uploads

Description

| Submit URL(s) |




[ 1 0] GET mefa.ws/2/news. php?s=1c1804616b
mfo: [decodinglevel=0] found JavaScript
mfo: [decodinglLevel=0] decoded 7615 bytes (decoding 293b18eaaeabc00d570f44d66db5%a8aldbc690a)
info: DecodedGenericCLSID detected 6414512B-B978-451D-A0D8-FCFDF33E833C FOE42D50-368C-11D0-ADE1-00A0CO0DCEDY BAO185
FOOF-4331-8A26-330E03C0AE3D BDO6C556-65A3-1100-983A-00CO4FC29E36 DOCOTD56-7C69-43F 1-B4A0-25F5A11FAB19 0006F 03 A-0000
B030-6C07C962476B 6e32070a-766d-4ee6-870c-dc1fa01d2fc3 630F725F-1B2D-4831-A0FD-874847682010 ABOBCEDD-ECTE-47E1-9322-D4.
BB .15 OfficeSnapshotViewer CVE-2008-2463 detected FOE42D50-368C-11D0-AD81-00A0C00DCEDY
mfo: ActiveXDataObjectsMDAC detected MSXML2 ServerXMLHTTP Microsoft XMLHTTP
BEEEEE: o1t detected //alert CVE-2008-2463 PrintSnapshot
mnfo: DecodedMsg detected //info ActiveXObject AcroPDF PDF //info ActiveXObject ShockwaveFlash ShoclowaveFlash. 7 /Jinfo ActiveXObjeq
mfo: ObfuscationPattern detected eval location
mfo: [javascript variable] URL=mefa ws/2/abhs] exe
mfo: [setAttribute src] URL=mefa ws/2/ /fhing pdf
mfo: [setAttribute src] URL=mefa.ws/2/1dap//127.0.0.1
mfo: [decodinglevel=1] found JavaScript
mfo: [decodinglevel=1] decoded 1675 bytes (decoding_8b252dc93276/9bdd36731853728075d129d565d)
mfo: ObfuscationPattern detected location eval
mfo: [var urltofile] URL=mefa ws/2/abhs] exe
mfo: [decodinglLevel=2] found JavaScript
mnfo: [file] saved mefa ws/2/news php?s=1c1804616b to (original f679344b20bel54558c0210040040fd203af05c7)

File information (3 files) Download zip | Explanation
decoding 293bl8eaaeabc00d570f44d66db50a8ald6c696a from mefa ws/2/news php?s=1c1804616b




Search

Search all submissions ]

Recent submissions RESS Recent URLs KS5 | Files Fxplanation Recent Exploits ESS | current rules

benign hitpl/ebav.com (Received 2010-02-02 17:50:00) R s
benign 01.201.28_53/ztr/pdf php?spl=pdf all (Received 2010-02-02

17:43:52) B : files)
benign soogle com Google Test URL (Received 2010-02-02 17:14:40) D i aE, (-
benign pelniazdrowia.racja.net/zdrowa-zywnosc/surowe-jedzenie-zdrowa- files)

zywnosc/mdex php (Recerved 2010-02-02 14:20:47) trughtza com/mg/pfga php (3 files)
benign www.wmur.com/index html (Received 2010-02-02 14:06:24) s e etphy | fil=s
benign CTO - Security - LAX pdf (Received 2010-01-31 13:50:16) s o nime piqaphy (- fis=:
I (Rcceived 2010-01-29 174347)

suspicious sample-pdipcap (Recetved 2010-01-29 17:42:43)

T (Rcceived 2010-01-20 17:40:12)

I (roceived 2010-01-29 14:34:36)

T (Roceived 2010-01-20 14:17-36)

CVE-2008-2463
MSOfficeSnapshotViewer
CVE-2008-4844 MSIENestedSpan
CVE-2008-2992 Utilprintf: decodedPDF
CVE-2007-5639 collectEmaillnfo:
decodedPDF

CVE-2009-0927 Collabgetlcon:
decodedPDF

CVE-2008-2463
MSOfficeSnapshotViewer
CVE-2008-2463
MSOfficeSnapshotViewer
CVE-2008-2992 Utilprintf: decodedPDF
CVE-2009-1493
SpellcustomDictionarvOpen: decodedPDIF
CVE-2009-1492 getAnnots: decodedPDF
CVE-2007-5639 collectEmaillnfo:
decodedPDF

CVE-2009-0927 Collabgetlcon:
decodedPDF




Jsunpack—n: Network Edition
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